I n this paper the objectiw will be to discuss all major technical aspects entailed in a preliminary system engineering study of a disposable. remote chemical sensor netbvork. The first of these considerations is how to most effecti\dy sense the presence of chemica! agents or hazardous chemicals in a local area and communicate the presence of such chemicals to the appropriate parties that should take the necessan precautions? The current consensus appears to be that there are three generally popularized chemical sensor techniques, those being electrochemical scnsors, ion mobility spectroscopy. and surface acoustic wave (SAW) scnsors.
I n this paper the objectiw will be to discuss all major technical aspects entailed in a preliminary system engineering study of a disposable. remote chemical sensor netbvork. The first of these considerations is how to most effecti\dy sense the presence of chemica! agents or hazardous chemicals in a local area and communicate the presence of such chemicals to the appropriate parties that should take the necessan precautions? The current consensus appears to be that there are three generally popularized chemical sensor techniques, those being electrochemical scnsors, ion mobility spectroscopy. and surface acoustic wave (SAW) scnsors.
In the electrochemical sensing method chemical vapors are ionized via a radioactive source. The ionized vapors then pass through an e1cctromagnc:ic field. where different chemicals are distinguished according to their differences in electrical charge and resulting characteristic residence times in the electromagnetic field.
Ion mobility spectroscopy distinguishes betlvecn chemicals via diflercnces in charge and mass of ionized vapors in their flight paths. SAW sensors distinguish bet\veexm chemicals via frequency shifts. SAW deviccs are each iniprcgnatcd with polymer coatings. Each SAW arm>-of devices can numbcr two or four. but is more commonly four. The chemical identity of each polymer coating must be known becausc there exist more than four polynier coating types that can be used in this application. Consequently. the grouping of four polymer coatings in a SAW array can vary.
Generally speaking, the larger the concentration of foreign chemical affixing itself to the surface of a SAW device's polymer coating , the larger \vi11 be the corresponding frequency shift. An empirically determined database must be called upon to properly evaluate the chemical patterns in order that the hazardous foreign chemical agent or chemical may be correctly identified [ l l ] , [12] .
Once the presence of undesired chemicals has been sensed. how can this information be most effectively disseminated to the appropriate interested parties? Three obyious communication options would be the following: Option (3) appears to afford the highest prospect of the three for fa\,orable performance. as it offers the least likelihood of line-of-sight obstruction. multipath fading, and detection of the large side-lobed antenna pattern typically emanating from such remote sensors. As a result of the appeal of Option (3).lhc remainder of this paper will be dedicated to aspects of that option. As a minimum the following preliminary systcm engineering is most critical to this option:
( i ) execution of an orbital analysis. ( 2 ) selection of antenna types for both the LEO satellite and remote sensor, (3) data and telemetry definition. (4) determination of the most ad\.antagcous transponder access method, ( 5 ) selection of po\ver sources for the remotes andor SAW sensor distanced from remotes \.ia fiber optic cables, (6) determination of a frequency plan for the transmit and receive channels, ( 7 ) verification of network Ifia computation of figures of merit and link budget analysis. and (8) selection of modulation methods that are power-limitcd for transmission of a remote and noncoherent detection for economy of remote reception.
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Orbital Analysis
A polar, circular orbit of altitude 250 km was selectcd. Using Kepler's Laws the period of revolution was detcrmined to bc 89.46 minutes. With 3-axis stabilization and a satellite stabilization error of +/-5 degrees. maximum antenna coverage occurs at an antenna bcamwidth of 158.4 degrees. An antenna beamwidth of 148.4 degrees from a distance of 250 kni subtends a global arc of 3 1.57 degrees. refercnced to the earth's center. This arc on the earth's surface is 3514.3 km across, implying that at the satellite's velocity of 7.75 k d s e c a duration of 453.46 seconds is needed to tra\'erse the arc. 100 % LEO satellitc availability ivould thcn rcquire 12 satellites. Similarly SO % satellite availability requires 6 LEO satellites.
The distance from the satellite to its point of tangency with the carth. i.c., its slant rangc, is 1803.2 km at an elevation angle of about one degree [3] .
Selection of Antcnnnae
In the case of the LEO satellite an antenna pattern approaching hemisphcric is dcsircd. On the other hand , the remote antcrinae can obtain greatcr gains in the face of powcr-limited cmissions whcn they exhibit morc directive antenna patterns. The recommended antenna selection for the LEO satellite would bc a quadrifilar helix antenna, becausc it is light-weight. relatively small. has no ground plane and has a nearly hemispheric antenna pattern. The axial mode hclical antcnna is the choice for the rcmote because it has no ground plane and is also relately small and light. while also appropriate for dircctive antenna patterns of maximum gain along the helical axis. It is also circularly polarized , which is a beneficial quality for satellite applications 141.
Data Rates and Telemetry Definition
Each of the three chcmical sensors will have unique data rates and data structures. For example. in the case of the electrochemical sensor futir bits arc allocated. Two of these bits will indicate whether a safe threshold for one of the four nemc agents has been cxceedcd, whereas the other two bits will tcll whcther the threshold for blister agcnts has been surpassed. The ion mobility spectroscope requires eighteen bits for its sensor data set, nine bits for nervc and nine for blister agents. Each set of nine bits identifies a nervc or blister agent, in addition to informing as to the severity of the exposure. A four-SAW sensor array rcquires 60 bits for its sensor data sct . 15 for cach SAW sensor. Each of thc 15 bits conimunicatcs in a binary format the magnitude of thc frequency sliift that resultcd whcn the sensor's polymer coating became impregnated with thc foreign chemical.
For cach of the three chemical sensors overhead bits are allocated, in addition to bits attributed to the chemical sensing data sets for each --for a total of 14 bits for the electrochemical sensor, 28 bits for the ion mobility spectroscope, and 82 bits for the four-SAW array. The breakdown with respect to overhead bits is as follows:
(1) one start and one stop bit.
(2) a numerical identifier for each of the 100 sensors proposed for this remote chcmical scnsor network, (3) identity of the polymer coating used for each of the four SAW sensors in the array that is only to be used for SAW arrays and and no more than eight polymer coatings assumed for a total of three bits per SAW sensor), and (4) a preempt bit attributed to a chemically exposed sensor to preempt a sensor currently in communication mode that has not been exposed to a hazardous chemical.
Determination of an Advantageous Transponder Access Technique
In this section three prospective modes of LEO satellite transponder access will be examined: (1) work. Option (1) has sevcral disadvantages. From the standpoint of bandwidth requirenicnts. in order to ensure that the incidence of collision is 10 % or less, the bandwidth needs can be as much as 20 times the information bandwidth (which is conservatively twice the data rate). "Collision" in this sense refers to two distinct remote sensor transmissions being received by the LEO satellite transponder siniultaneusly. This necessac increase in bandwidth for Option (1) would require proportionatcly greatcr power at the satcllitc, affecting adversely its compact size and low cost. Sincc in Option (1) remote sensors will continue to send signals so long as the satellite is in range, thereby cnhancimg the frequcncy of transmissions and the prospcct of dctcction for the chcmical sensors. In the case of the CDMA option (Option 2). nianufacturers of spread sprectrum multiple access (SSMA) transmit and receive equipment werc consulted on this proposed application. Each manufacturer statcd that dircct sequence (DS) spread spectrum would be more expensive than frequency hopped spread spectrum. whereas the random burst transniit/recei\c tcchniquc \vould be cheaper to iniplenicnt than either of the spread spectrum methods. Additional research in popular technical rcfcrcnccs corroborated these opinions ((51.16) ). In the case of the DS CDMA transponder. it calls for much more bandwidth than either the frequency hoppcd (FH) CDMA or random burst DAMA transponders. Also DS CDMA is typically implemented with coherent demodulation, t.hat implies a more complex receiver design than is needed relative to the noncoherent demodulation of FH CDMA or random burst DAMA. The frequency hopping executed in FH CDMA necessitates the presence of a frequency synthesizer that is adept at sivitching carrier frequencies very rapidly, and its transponder must acquire and track the pseudorandom noise (PN) code (as does the DS CDMA transponder, but unlike the bursty DAMA transponder). Qualitatively speaking, it can be reasoned that the bursty DAMA transponder. having none of the weight-enhancing or cost-enhancing qualities of either SSMA technique, must be the most economical transponder of the three. Encryption hardware may be ad\ised for each of these transponders. The bursty D M A transponder could realize random burst and encgpted transmission qualities via chaotic circuits ([5] . [6] ). These embel-llishments of the bursty DAMA transponder would certainly render it the most desirable of the threc transponder access methods considered here for applications calling for portability. disposability. and simplicity of design.
As a closing point on this section. the DAMA scenario will be discussed in more detail. The adapti\.e polling aspect of DAMA makes it an attractive application in instances whcre conservation of bandwidth is appreciated. Each of the proposed 100 transponders in the LEO satellite's antenna coverage arca would be allocated a numerical identifier. \vhich \vould conveniently reflect the order of access as the satellite traverses its coverage area. Each of the chcniical remote sensors would be prompted for any chemical data it may have a\.ailable to transmit. ivhich would then be transmitted. If the chemical data does not indicate the presence of a hazardous chemical or chemical agent. the preempt bit previously mentioned is set to zero. If during the transmission of chemical data from sensor # 1 (having no agents or hazardous chemicals in its \icinih) sensor #2 detects dangerous chemicals in its area. sensor #2 initiates contact kvith the LEO satellite o\crhead --with the preempt bit of its overhead data set to one. This preempt bit value of one would then s e n e as an alarm to the LEO transponder, which \vould then cease communication 11 ith sensor # I and commence receiving data from sensor #2. Upon completion of transmission from remote #2. the satellite rvould resume its polling sequence ivith the sensor that sequentially follows the preempting sensor. i.e.. sensor #3. In this application scenario the preempt bit becomes more or less priority level. If the priorih of the transmitting sensor is zero, its transmission can superseded by a sensor whose preempt bit is one. On the other hand if a remote sensor of priority one is transmitting to the LEO transponder, its transmission cannot be interrupted bp another sensor ofpriority one until its transmission is complete. The prioritization of the polling sequence according to the status of the preempt bit is what renders the polling process "adaptive." Each LEO satellite requires about 453 seconds to pass over its antenna coverage zone, which for a coniniunication service with a 1% duty c:;cle implies that each of the 100 remote chemical sensors would have a 4.53 period in ivhich to transmit. where the duration of transmission for each sensor wotild be no more than 0.0453 seconds (for hemispheric antenna pattern of transmission at the remote). The instant of tranmission within this 1.53 second time slot lvould be decided randomly via chaotic circuits [ 5 ] . Were the remote's antenna pattern a more directive 45 degrees rather than hemispheric. the duration of transmission would be about 0.0 1 13 seconds.
Finally. it is ob\,ious in this application that jamming the correct sensor at precisely thc correct instant would be very difficult. (The probability of successfully intercepting a scnsor transmission with a jammer \vi11 vary from 1 E-6 for the hemispheric remote antenna pattern to 2.5 E-7 for a more directit.e 45 degree remote antenna pattern) (PI. 171. FI. [ 1 11).
Selection of Modulation Techniques
Due to the limited power a\.ailable at each of the chemical sensors. the transmit characteristics of any one of these sensors for modulation purposes arc pov er-limited. Therefore. a power-efficient digital modulation technique that can be realized with a siniplc design 1 1 ill be selected for transmission from the chemical remote sensors. A modulatioii method \\.ell-advised for this application is coherent binan phase shift keying (BPSK). Thc rcccive function for the remote chemical sensor can be most economically realized with an enidope detector. The siiriplest receiltr design vith acceptable spectral efficiency can best be implemented M ith noncoherent frequency shift keyed (FSK) signal on the dounlink from the LEO satellite to the remote chemical sensor [ 
81,

Selecting a Power Source for the Remote Sensors
Lithium batteries from an! of sei era1 prospccti\e manufacturers sceni able to suppl! poncr of tvo to threc Watts Three Watt pouer Ie\els can be achic\ed 111th these batteries nhen the dut! c!cle is less than fift\ pcr cent. uhich is the case in this application [91 
Frequent! Plan and Bandwidth Allocations
The frequenc! plan's priniarj goal is to select transmit and recei\e frequencies for a11 nodes in the nemork. in such a %ai that anticipated laels of cochanncl and adjacent channcl interference are at or belou the thcrnial noise floor Such a plan 1s t ! picall\ arrn ed at \la an interference anal! -sis and consultation J\ ith arious references that cite the opes of conimunicatioii scn ices that are entitled to each frequenc! band [ IO] Once the receive and transmit centcr frequencies are determined for each node of a netnork. the band\\ idth allocations can bc defined --I\ Ith consideration gn en to modulation techniques used. data rates, Doppler shift due to a satellite's velocity, and frequency uncertainties due to frequency instabilities inherent in the communications hardware. After researching [ 101 and performing and interference analysis, the following frequencies were selected, as also indicated in Figure 
Assessment of the Proposed Network's Performance
Important factors in the assessment of the proposed cheniical sensor network's performance will be rcvieLvedhere --including figures of merit, prospect of successfully jamming in a military application. and relevant performance tradeoffs.
transponder access the irandonily bursted, encrypted, adaptively polled transponder was deemed the most desirable in instances where disposability, portability. simplicity of design, and difficulty of compromise nere criteria for selection of the bursty DAMA transponder over the DS CDMA and FH CDMA transponders. Additional tradeoffs can be posed with respect to the bursty DAMA transponder. Two of these tradeoffs would be the following :
(1) Is it better to have a directive remote remote antenna pattern or a nondirective one?
(2) Would transmitting or receiving signals at multiple frequencies alternately (to be distinguished from frequency hopping because here there are, unlike in frequency hopping, only a few different frequencies) niitiga!e compromise of communications additionally to the extent that thcir institution is justified? These tradeoff issues can be resolved quickly. Equation (1) of Table I provides the reader with the mathematical definition of UNO. In view of this equation a more directive antenna with the same power will offer the same quality of performance for UNO because the increased remote gain is neutralized by the required faster data rate, which the remote must have to fully communicate its transmission to a satellite in the shorter transmission time associated with the narrower antenna beamwidth. However, the more directive
In the earlier section of this paper that addressed antenna pattern addressed here would be more difficult to detect and, consequently. less subject to compromise.
As mentioned in the section on transponder access schemes. the probability of intercepting a signal to or from a remote and LEO satellite via a jammer is no more than 1 E-6 --even if the frequency of tranmission is known by the jammer. For this reason multiple frequencies of transmission would not significantly negate the already low probability of compromising communications from satellite to remote chemical sensor, or vice versa.
In summarizing the tradeoff conclusions. one can say that for military applications a more directive. narrower antenna beamwidth is more difficult to intercept and compromise, whereas performance, Le., UNO, nil1 not be enhanced . In the scenario of tradeoff (2) as stakd . there is no advantage to communicating at multiple frequencies.
To recapitulate on the proposed remote chemical sensor network's performance, this network --with random bursts. encryption. and adaptive polling as portrayed --should approach an optimum of performance, Iveight, portabilit\-, and simplicity of design at a low cost that affords the remote sensors disposabilih. Six simple. economical LEO satelllites rvill provide only the liardlvare functions relevant to frequency translation from S-band to UHF-band. or vice versa. Satellites will be unavailable in this proposed configuration for no more than 7.56 minutes consecutively. The hub Lvould prolide the polling sequence to the various remote chemical sensors and perform any processing of the chemical sensor data. In the case of the SAW chemical sensor network. the pattern recognition algorithm necessan. to identify any hazardous and/or lethal chemicals would be utilizcd at the hub. The proposcd nct\vork Lvould obsewe all important aspects of telemetry definition. data structure. orbital analysis. antenna configuration. transponder access. modulation techniques. frequency plan. and bandwidth allocation as set forth in this and the previous sections of this paper.
Summary and Discussion of Results
Although not "secure" in the strict sense that it is not accommodated with both spread spectrum for resistance to jamming and encqption. the proposed chemical sensor network nould be very difficult to effectiicly jam or otherwise compromise, primarily due to thc physical separation of the chemical sensors over a large area. lack of a hostile's info as to remote destination and time of transmission from a LEO satellite to reiiiotc sensors. and the distance of the communicating satellite from prospective jammers. Table I . The overall performance of the link budget. from the hub to satellite or vice vcrsa. is then calculated via equation ((2) of the same table. The overall CWo, carrier power to noise density is thcn translated to a bit energy to noise density ratio, EbMo, as in equation (3) of Table E . Once the EbMo for the overall link of interest is available. the engineer will then probably use the probability of bit error (BER) equation for either binan phase shift keying or noncoherent frequency shift keying (FSK) to determine what EbMo value wi€l yield 1 .O E-5 and 1E-6 probabilities of bit error (equations (4) and (5) of Table I ). Then the engineer ivill compute the differcncc bct\veen the actual Eb/No and the Eb/No required to achieve 1.0 E-5 or 1.0 E-6 probabilities ofbit error (equations (6) and ( 7 ) of Table I ).
Utiiizing the algorithm of Table I the link margin results  of Table 111 indicate, as one would suspect. that the network links implementing the ion mobilit\. spectroscope variant of chemical sensor demonstrate a greater link margin on both the polling and return links than do thc netivork links that use SAW devices as their chemical sensors. This is so primarily due to the higher data rates that were necessav to characterize the chemical results as measured at the SAW sensors. in order that sufficient information could be supplied to the pattern recognition algorithm to be uscd at the hub's computer to evaluate SAW chcniical results. Nevertheless, the link margin results for both the chemical sensor networks using the ion mobility spectroscopes and SAW sensors as their chcmical sensors denionstratcd link margins significantly in excess of 5.0 dB, thereby pointing out the Ieasibility of such a chemical sensor netivork in a real Jvorld application.
The sensor with the lowest data rates. in this case the electrochemical sensor. will necessarily exhibit a greater link margin than either the SAW or IMS sensor liidcs.
or soil For example. proximity to chemical or radioactive pollutants could be remoteiy sensed on a national or international scale. In the event that air quality is to be verified, the network could be implemcntcd as described in previous sections of this paper However, if the concern is over contamination of soil, water bodies. or drinking water that is drawn from aquifers underground, the previously described remote sensor may have to be modified to detect chemical contaminants that are up to one kilometer from the remote's transmitter. In this configuration, a fiber optic link from the remote trasmitter to the monitoring site would prove practical. In the event that radioactive waste has been deposited in the earth, possibly in instances where a uranium processing plant is being closed, fiber optic links could be implemented to test the soil underneath the storage site, as well as the water quality in neighboring water tables.
The author has demonstrated via computations, whose results appear in thc Link Margin Results in the attached Table 111 . that fiber optic connections to such a remote chemical sensing network are practical from a link budget perspective. Such an analysis included the link from the chemical sensors. via the fiber optic link, to the remote transmitter on the surface of the earth; the remote to the LEO satellite; and the satellite to a ground station. The results as indicated in Table I11 demonstrate a link margin on the return link of about 13 dB. and a link margin on the polling link of about 5 dB. Both of these link margins are quite tolerable for a remote chemical sensor network that tvould undergo significant fiber optic augmentation. However. the average optical power of the oscillator must be fairly high. according to Reference [16] . in order to maintain a BER of 1.0 E-5 or more. This optical power for an oscillator in a "disposable" application may prove inconvenient in an economical sense. so alternatively the chemical sensors at the distal end of the fiber optic link could submit redundant data to the hub, thereby reducing the probability of bit error and also mitigating somewhat the need for optical poiver in the fiber optic subsystem.
A Design Modification for Civilian Applications
Although the primary application of this remote sensing nctwork was to be in scenarios where economics and military security were placed at a premium, there are many instances where privacy of a civilian or nonmilitary network is desired also. One such case might be in the environmental monitoring and/or pollution control arena. 
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